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A FID 31000000001120000020

BEER IPCamera

F&ID 31000000002000000000

Festtsht 10.67.38.232

FaiEl 5511

ErE 31000000001120000020

=i

HadE 3600 # (30~999999)

ILEREIRE 30 L (10~1000)

EETR G (1~10)

TrEIEEER

HERE

=

=it

MR EE 2 =E (1~3)

EEEE 0 =8 (0~64)
E3=hi=d

SIPFRE-=SIFY E(2014)-=SIPTE(2018)
EHSIPERIRE

rERS--
E 6-9 SIP
2) EWIMFETHAIRPEFEERTHRENETRFES (EHFES 1. FH¥ES 2) |, BESHFERBEATRNAR
BERFEE;
3) @ik "BA" . FTi3 GB28181 thUEAN, FHESAKMIKO;
4) HEEAM D, F& D, Faisht, FaiwO. FMAFRE. BiE. WhEESEE, ULHEEYHEMTEER
1#;
5) REFTKERT "HREF B,
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BERRET "HE" &R

@1sea:
¢ IUmEEH. REEEH 0K, FAREEERER.
¢ SEUREEAUERY "wWIE" &, SEHRIEUINEE 1D B0, BSES
FRERER. =& "ID BmhEN" |, WHSEE ID BaM 0 FHaRwS.
RELTEEID
mEE 31000000001320000027 D1-IPCamera ~  EiE&E v
IDEFEND e B0
& 6-10 fwiStilsuEE 1D
¢ REREEBEHER "RE" R, BHREREEE ID B0, REREREEEEE. /L "HE"
REFERERES. /& "ID BahEN" . WIKEBIE ID BEM 0 FHRRS.
EEEZEED
BEEE 1 ~
BEAEE2 1 ~
IDEEIEN ’E EliE
6-11 fRiBIREEE

Eins, AT RECEMESTINNZEF,

¢ BENTEEHITD
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T EfEE==
Ry EES plat_domain ~ A0
EEE
= AE v

6-12 ¥ REcE
6.2.3 ONVIF
EFImFF ONVIF Y AMEREEFE, JLUEARR BArE ISR m(EEERRR. RERE
FeehlE. REGFENT:
1) HNEE>MEEE> EEHHY>ONVIF R,

=i
EA AT 0 % @ WS&-Usemame token

6-13 ONVIF ¥
2) @ik "BA" , FFEONVIFiUEAN. FERE, REEMEMRSSIE (URL) |, ZRIAIROR 80;

3) IZE ONVIF BERmiTHISiG R, &R "K' NAZSERIEAPAFIZEMHEIAES,; #E "WS-Username
token” FIEIRIUEAFE. BERHITESR,;

4) =E "RF" FThECE.
6.24 {EEE

BENTEREZNE R LEENEETS, (FARSEEIESILRIE. REGENT:
1) HAEE>MEEE> LEHCHRERFFRE;
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2)
3)
4)
5)
6)
7)

8)

9)

HEREEE MEE1 b

=R |

EEID 00000000000000000000

HEEIPHEHE 0.0.0.0

WE=EED a0a0 (1~65535)
HERI ERinin hd

ArE admin

=m e

LBEERE 60 (30~300)
it

TR

i

HeEdiakE 60 £355(1-1440)

6-14 NERE
HEMEETRIFIZRAIEE MR ERE;
@ik "BRT . FFEREREREAIRE;
IR D ZHEEREANUEEFESH ID;
HEUERE P ik, MEREROZP, DRBEANEEESR P I RiEOS;
mipaAR THRAIFRPEFERAG;
HEBRFA. BiEiEd, 23EANEEFENARENES;

OBRFEATIEN TCP NS EWT. —RRAENAEERENSIS, NREREERBERARKEIRSTS
MARL, WUFVEFRSTT SEMFER. FINOBKRIEY 30 B2 30s KiX—IX;

REFEESREMIE. THRXENS, EFTREREMNE;

10) RIEFEESKRAER;

11) _F "RE" TAEE.

6.25 1588

1)

BENENGSETE, IXFEMAREERE. REDIENT:

FENBCE>MISEE> BN (SR8 5 E
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= O ®

FRE=atnr 0.0.0.0

EE=EEl 80 (1-65535)
HFRgE 56855888

ArER user

RS 888885808

BEIJ=FE department

6-15 {585
2) Wik "[ER" . FEESTFEEANIE
3) TEFatbit. FakOED, SHBEANSEFER IP U RiROS,;
4) WRIECMESAPHS. BPER. BB IwmSHIE &M,
5) miE "REF" THEE.

6.2.6 &

BENSHENY RTMP S IBRREEEIE =R =S, UATES=LRSHEEWIEG. RETEN

1) HAERE>MEEE> FENGRIESFRE,;
IR Ehn ©)

OFs BtRURL HEEEE LR =r RS =R i

6-16 i
2) & AT, SRHERIMERED,

3) IRIEEEESHEXERNY URL, SIRHEXSR. Q%GBS RMIIER, af "HE" SR, aERERs)
RHEE,;
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EIEER
BfFURL
BEEE D1-IPCamera w
EEIEE IR ~
EATEHIITES
TE Eid

6-17 ANINHER

4) RETHERRFEN wE TESHERER, =T ELEEX" TEIERERR URL BTBRASIREE, R W
bR" TIPSR RERER

5) mid& "RIE | WRENRESTIE.
Die: STRAESMEREE, HTIBERE. SIEFFAIEE. SIEHERIImER.

6.2.7 PDNS

BEHEN PDNS 5, ASHFAFEFEREER Web B iR, RETENT:
1) HNEE>MEEIE> LEHHY>PDNS F;

EE O ®
== 02051A3EPZ
=2

AFFID 00000000
APPKEY

PDNSHELE 0.0.00
PDNSIRO 4502

6-18 PDNS
2) @k "IBA" , FTE PDNS BAIIEE
3) FABMM=F, EABGIER;
4) 7EAPPID, APPKEY £, 4£>BIHEN APP #J ID F1%;
5) 7£ PDNSithiit, PDNS im0, S 3EAN PDNS E& IP it fNinS;

6) R "RF THEE, TEERRNSIEERERRS.
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6.3 Habpm¥
6.3.1 PPPoE

PPPoE BILIAW ERRX RN, BRSIREZER (BE. BB, B RHNELNKS, FiREEkSE
EEEM, RETFENT:
1) HAEE>MEEER>-EuY>PPPoE &,

EEPPPOE O

FI-EiEE LANT bl
HFE

=

6-19 PPPOE
2) 4% "[SFE PPPoE" |, FHS PPPOE 14ST8E;
3) EEMRIZER ISP RN EMBAEMED;
4) RE "REF THRERE, ASHIIEERNE P,

6.3.2 SMTP

SMTP RO ERibHERIMNY. BF-EHERRHR, REFIET SMTP BElKXEEHMY, RESENT:
1) HAEE>MEEE>-EthiY>SMTP Fim;
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i =ia HAthHETE v

SMTPERESE

SMTPIRO 25 (1~65535)
HFPE

= e (] BAssL
EE AN [ EREFRHH

=z ER

i A bt

AR

6-20 SMTP
2)  ERHRTESEEY;
3) 1HE SMTP fRS58% IP fim, imMSBE 1~65535, EIAIROJ 25;
4) EERPEMEN, FAEER SSL Y
5) EERMHARMMLL, AJAEHERE R

6) RN ARBREIELE, AR NBREIH RERERY "+ S, WIHRFEE TSRS, EHE
—HpfEbiE, MEFIREA TS - SEIATMPRIXERAS;

7)  Rd "EREE | AU ER A REENE
8) miE "RF" TAEE.
Dii8g: BEFRR, BESHBENSINOEIMHENS, BIRERRSEE,

6.3.3 xRS

BEYERERANE, BiinORERARR LIERMNSINERIIRETRR, wOAMNSEREN RO, SNbin
HAim=RmO, BFREsMBinORHeEnRMNSREGT. RETENT:

@DitE8: WF—ERMERNIRERIREIRSH], UPNP ThALRTLUER<a IR r S i Eahin ST, IS REEEII
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O AYIR T MR K BB FHRRBRATEIRRIR S, RISKERES EHRRAIMZS IR FFART Internet R fthFBAX
FRIX MmO,
1) HAEE>MEEE>-HittHY iR ORGSR E;
2) TERRGYHETIN FRSIRPERRGT ST
B REREY: BIAFFRiRCIBREITORE.

PRETIER Bt v

B UPnP: j@id UPnP thiSGE AR-SIMNIRIBRET X R,

6-21 NBRET

e UPnP w
Bl 0014102B5BD6
UPnPIE= =k v
ET| P 0.0.0.0
P Wi W&l stat=l UPnPizzE RE
RTSP a54 554 F=EH
HTTP a0 a0 =
HTTPS 443 443 F=EW
WS(5) 4500 4500 F=EH
& 6-22 UPNnP

) IRERR, RER, ER—RBEMNEERFERT UPnP ihYRIBIRERS L, BRALUERERSN
MEPEERRZAIE, WEhHizER, B8RSR EI=8Y P ik,

i) EEMRGFROSNAFHEER, EFE FH" B, FREINBRO.
B FEIRGY: RIFIRINBRGT KA.
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RETIE Fafiifed v
RefiP 0000
o Wi [l SrEBEl =5
RTSP 554 554 E=
HTTP a0 a0 855
HTTPS 443 443 S5
WS(S) 4500 4500 g5

6-23 FahiRgY
) IRERGT 1P, BDSNRTLAEAGREA IP HELE;
i) REwAYIRRY "wE" %HE, BREMRRO.
3) mifi "RfF" FThECE.

6.3.4 DDNS

DDNS #7is& kS 2B T ERSMEEIRS R, NMAZIBERSFHNTZRENER. ESIRSRML
RISEE, UTRIEHRERNEZIRE (BIE P it ANEdE2ihE) |, TLAERERRAMIGEHEREAYE
&, RETENT:

1) HAEE>MEEE>-HithY> DDNS @,

=] OJ

DDNSsER DDONSEasy v
HEEE 0014102B5BDG

RS EEEhE www. DONSEasy.com

== a0

EEMACHEHE 0014102B5BD6

6-24 DDNS
2) @k "[ZA" . FFi3 DDNS RS,
3) 7£ DDNS ZKEITHIFIRAGEEMINEEY,;
4) EERBEHBIINMARSSMIUEER;
5) MRif "RF THEE.

84



Bis—MURSIRET AP F

6.3.5 FTP

EFRSE FTP Y, AIGRENATUEE A XX LEZIISERT FTP fRSes L. REGENT:
1) HAEE>MEEE>-EttY>FTP Fil;

FRSEEEIE 0.0.0.0
fEESEEl 21 (1~65535)
HRE admin [ EEEs
=L
EEEi FERRER v

] tF8R

|

& 6-25 FTP

2) 1HE FTP fRS3ERAY IP AL XS MmO

3) EEEALESIRNAFNAFS. BB, sERAFEEE LENR, Ak "BER" ERERSINNE
FTP fR55=5,

4) REBREN, BIXHRREFER, RIESCRFERE FASIRTPHITER, g "ERERER" . ER—
RER" . "ERZHRER"

m —RERAAE ERRER" . ERREIP . RET . BEX.

B T RERALE EREES . "ERARES" . "BEX .
5) MRIEFEAIELEER;
6) AR "W REWASE FTP IRESHESTA, WAERBEE MR HAHEES,
7) miE "RE THEE.

6.3.6 SNMP

SNMP RDEERRIARETRIY, ANAEMY, B—HNKZEERAGNERR, EESITNEEERSE, AL
EREIME FRREESHHIS EEE EXFNIER. REGENT:

1) HNEE>MEEE>Hithii>SNMP F;
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2)
3)
a)
5)
6)
7)

8)

ERSNMP O

SNMPREZE V3 v

SNMPEELC 161 (1~65535)
EEHEE public

SitE private

TrapHEat

Trapiz] 162 (1~65535)
TrapEiEE public

APREEID

REARE

LA MD5 v

LR

nEs= DES v

il AT

EEAFE

EATI MD5 ~

EEE

s DES v

IRy

6-26 SNMP
A% "[EF SNMP" | FHiE SNMP Ifgg;
£ SNMP RATHIFIRFIEFERA, HS SNMP ix[0S;
REX. SHEEFNER;
IRE Trap A0 Trap w5 (B0A 162) , BENATHEEREGRXREREER,
IRE Trap FiAE;
EHEAMiRE ID. RZAFE. ESNARRENG. MEHSXRED,
ESEEAFE. $NAARER. NESNRESE;

86



Bis—MURSIRET AP F

9) mif "RF TAIRE.
6.3.7 802.1x

802.1X BpEFim OS5 af=&ltiy (port based network access control protocol) , 3SR FEHEFAIES
U RIEHIEEZIBEMNR R ERRBENBEN, BB RFIIENEITAIL. 8. Z2MEREXK. 8EH
BT

1) HNEE>MEEE>EthiiY>802.1X FiH,

P-EiEE LAMN1 v
BA O

EAPOLKEE

BRE root

=i

[&] 6-27 802.1X

2) @k "BRA" , R IEEE 802.1X #¥;
3) PMNEEBIEIAJ EAP-MDS;
4) IRIEFREE TMUFIRFIEE EAPOL hRA;
5) ESRFAMED;
6) mif "REF" THEE.
6.3.8 HTTPS

HTTPS LIRS ABRIHTTP BiE, £ HTTP [ER HEIERMESMINERIE T ERT RN e,
HTTPS HFALSIER, St ERMERNLZSRP. REFENT:

DiFE: BASNIBIHIFAAXHE (AIKERASEARKE) , HUGEBA HTTPS MHY., EHiEEs
eREH IRESNESHREL REE, FEHSNIERXXHFARENM.
1) HNEE>MEEE>HiY>HTTPS R,
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BEHTTPS
= il =]
=EAT. BEEirE h

EH S
R S

EEIEH

6-28 HTTPS
2) UEBLEDNAEEZIES,
3) mif "W |, SRR SUARIFATESE;
4) R "REIED B R RE RERERXE

@i8E: AE "BSER , SR E BT,
BEHTTPS |
WS
% £8 : C=cn, ST==szkd, L=shanghai, O=kedacom, 0U=zzkd, H/ IP=1hr, EN=linhongru@kedacom. com
i & C=cn, 5T==szkd, L=shanghai, O=kedacom, 0U=zzkd, H/ IP=1hr, EN=linhongru@kedacom. com
HIHEE: 2020-6-12 7:10: 14 — 2030-6-10 7:10: 14

6-29 LIEIEH
5) Wik "[EA" , FEHTTPS i1uY;
6) R "RF THEE, REBNEBEEN.
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7 RgINHE

EEFEENFEERE, ATHTREINEF RS,

7.1 FEFR

1)

2)

3)

4)

HENBE>FRMGI>RGHIFRE, TERERGITH. EEREGTE, BEISENRERERNTITITR
GESHBZRGREEFEERS. RETEOT:

HNEE>FRGIMHE>FR G RIS E;

i

Hl

A

i

=

D1-IPCameara -

& O wEFs ® EAHHEIEE O e

T M=k EESEs

0 2 4 B a 10 12 14 16 13 20 22 24

==LiEal
E5EH

P
i

7-1 FREK!

EERERI, BEQIE WA . RIHINEST & "REXET o AN RIHINEST

IREFREITHIRITRIE, BOARIESHSE 0/0\i, ATEENXMIER, BR&EEIRE 8 MIEER;

a)

b)

c)

d)

BERIFEER—X, {EaRrNEAaRERER;

REAEER, BHRENEEN, FTERREN ARERIER, FIAREERIFARIBAIERETE, ~
T "RE | TRERESRE,

FERTIE A E S EAAESAIRER, FTHERES—RAYE, AENERATES;

A EN S HERE ., BHEHEN, 9% ANELXRLE, TEX—RNERHISSHE
HfttJ1X;

RTAEE ET5RY “IRR" ERRSAmIEEORY "IRR" ATRBR(ESHYE, _ERIEAE R LTSRS “IEREER”
AR ERRESS A,

RE "BERGSH  EHEHIHEETRERGSHER
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EEEEs

iCEEM

Sl FTHERMLE =2

ST ERE 0 = (0~90)

e s

72 BEREESH
a) @i "BREN  IESENERKSSREE,
b) TERFIRSTR FRGIFRPERISAREI0ETR;
C) ISEFENTHIRE, 8EEEN 090 X;
d) BE=EE, 8t wBE .
5) i FF eREE.
7.2 ER
ENRE>-SHEMA-MELHRIRE, TRSMEL. ESMEHE, SISy EaIiREER ST RIHITII
IS SR FEEEER D, BB AT

1) HANEE>FHEIA>HMEL IR,

®EEE D1-IPCamera A

MEE @ sitinse () s
(g EEMESN

] z 4 B & 10 1z 14 18 18 paii] 22 24

E/h

7-3 MEL %!
2) fEAEEE MRS ST R KIREE;
3) EFMEWEI, BFEDE "RHIASM" & "REXE" . BAS "RHIMNEY
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4) REMEHHRITRIE, BOARESHESE 0/0\ad, TEENXAIER, BR&EEIRE 8 MIER;
a) BERNEER—X, ERrNERGIRERER;
b) REEE, MHMIENBEED, TEHRENERERINAER, FAREERFIREMERE, [
T "RE . SRERHESIRE.
c) fERtiENs EEETTESHRER, FTRERES—RIE, FRERATES;

d SEEEHENSHERE. BESHED, i ANEXRS2E, TEX—KNEISSHE
HftbJL XK.

e) mLRIEM SR "MER" ERTEREEOR "R TMBMESEE, [ERIEMET SR HEREER"
AR e EMESS AL

5) i "EEMESH  ERHANEEPRENESHER,

BENESH
EEEEE 10 £ (5~300)
R 20 £ (5~300)

HiE His

7-4 BEMESE
a) REREMEER, RETEEN 5-300F;
b) REEIMERR, RETES 5-300 #);
¢ REZMNRE RE BE" .
6) =& "RF" FThECE.

7.3 HHEE

BRAEkERETKE, RETERAPEIELEREIUREE. BENLTTF12/MRA, B MRESIHEEBEA
H. RESEAT:
DixE: ETEEMSHES. SETHISMEHIEE TREESHE, WSHEHTRE. MTURERE.
1) #HAEE-FEIMa-EAEERHE,
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EEER FeHMA

B 7-5 [BARSE
2) #h—rEEEA, Ak, mErdnmEEOasE BET

EREH

HE
i
i
=i
ESwil
ESwil
el
i
i
i
F=id
=i

FRFFFARFFAFAEE &

ESil

. FERE. ESRASR, GEEMITEES

. FHAREFISERTE, R “HE" SThkIRE;
B5E
BEH
EAEH
HEREEAT #=H v
Friaatia 2021-01-22 |
=TS 2021-01-22 |
E EUiE

7-6 4mtE
Diieg: amx[#EE, TERCEBFNBRERSNBERSH.

3) =if "RF" FehECE.

7.4 BREE

HENRE>FEIA>-RBREEFRE, IRERGEFERGIEEREE. REARME., RETENFSE

FEmR ® ERE=
SR 6
FFILET 6

771 BREE
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B FiERE REFHEERTSEAEAIREGRE.
® EINBE: SFMTEAREN, BERARE.
® (FIHER: SFETEAREH, BalFlERE.
B REWMR: RIWRAE, ARGFFRHERRIRTSCREE., RESEE/ 6300 7,
O (SHIRGERS RTINS | BiRETRERNREIBEH TR,
B RIGGERT: BDRGATRERTRTIE], BIERMRERIREGRIAEREHEREIIRTE. REEE 6~300 7,
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8 TFHEETE

HENRE>FHEE>BEFEERN, JTEEFMREIIR, BUUEER. SEGNEEFEHEFHEST
fERs, ATECEREHAIREGIIETLL,
Dieg: AitrFiE-FERERN, BEAEEEESE G EER TR,

T
&S =8 e EiE = HRZH
] 65 117.75GB = AIES SDE 106.85GE
EE 2RE 117GE FREE 106GE

8-1 FHEETE
B RET RE CRET . TAVRDEERENSE. NESFERBETRSH.
B A WIREER /RE RN ERHRABORE "HE" SThRAIRIERE.
R WREER, R "R ERHAEABORET "HE" STAEERE. ERRERUENE
R,
RETKE, _E "RE" B
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9 AR4GOLE
9.1 EHis%

HENRE>FREE>BFRE>BFSHTE, THTEFSHRE.
BERSYERREEN. RERSHERE, BATEENREREEN, BEXREFIHIAGS.

wik "ERREER" &, BHEREERREEN, BABFERERT "HE" BUEN. EXEHTER
eale. EETRERRE. WEL FRMFERRFEERRES admin BRERE, LIRESRSZEM, XR admin AR
BE. FEWTEFR.

HEER IPCamera
EHERS 255 (1~255)
EEEEER

9-1 EASH
9.2 HENEE

HANRE>FREE-MERERE, THTRENERE, BERENK. HERE. BaES. NTP #Hig
RIS, RIESRERHTHEXINRE, RETMERT "RE" BIATEN.
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BENE (UTC+08:00) k3R, S&AFF, FinE v
et 2022-04-11T15:34:03 ) SitEsiaRs
I=cin)
EBRESEH ]
FHEEE )
ERETE
{RREafE
=i i)
==k
AR AUTO o
LR NTF
ONVIF ® L5
SIP-1
SIP-2
[ vsip
T
Bhik
AT EREE 60 SEa(1-1440)
NTPiZE
EENTPERSEE 0.00.0
EENTPERSEE 0.0.0.0
et EIRE &0 o¥eh (1-1440)

9-2 RHENRE
RENKX., REME: ERENXTAIRPERREMANK, REREMEENEHZRE | RE
RIIE), Ak "SHEYEERLS | WRERESHHETERE.
EOr: BONRENTYRRMANMESIENGIE, EX—HESL/THERTRBINS—RERA
EOE, Wik "BRAECH" , FEESH. REBATHARTE. ERAERmETE.

BaiikeE: Ak "ERBHMRE" |, ERBMRE. TRIELFRERERN TR TR FIEE
AUTO (BIEN) BIEAMMY (85 NTP, ONVIF, SIP-1. SIP-2, VSIP) , FigERERIFHIEL.

® AUTO: j&#F AUTO BIRIHRIESCRRRRTE "REHMASER" FAEBENIMGHREMNNBENIF
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PARARBS RAFRTE) (PO 2 -haYRTZRSE)
& AN ENMRFBEANFETIRSF|AINN, EFBFEFENDNET, WIREE SIS RAITMYTE
BERSEHITIIERL.
G)ising:
¢ REMAERIBER, F ARG RNTRES.
¢ EhEFFRMARIRE LR, _/E "B | TREEMNSR, |RE "B | IREEMRLR |
& "BUA" | BEUSERIRERIARE.

& IEAVNMYEIERENTP, IXFRE NTP hilIRAT XS5,
9.3 HRPZR=Zz
931 HPER

HANRE>RRRE>-AFRRZS>ARERSE, IRI0AR. MERRAF. EXNAFRSINER. REAFIRS.

rERP
BrE FEl frvd REFEF i, =2 o TRES
admin - 1= Foie
9-3 AFER
B NINAR: /T FERF | ERENIEARRETRANBFEMNERHAEN, AiEERENE

FEBLFREENENELR, EAFPRATRIIRPIEERAFRE, BEEER. BERMNKE. kE
FTRERE BE" .

HrEERF

AFrE

i
il

816, #WZF, K. NEFHHEH
HEHFTELA HE s

EEHEE 30 x (1~365)

e BliE

9-4 FNINAAR

G)isieg:
® FPFERINE, BRRSZHANEA.
& TS, EEFTEEATERAY. EFSENEREATS|HEEER,
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BEAF A AR SNEEATEEENETECEE, EEFEEEE.
F=E
EE

8-16(i, #F, . NEFIIFH

FEHETELLLES

mE TS
9-5 EHEG
N RIEMF: SRR, SESIRGERITAN R ERERERFRE TSN, TEXE

FRIBF&MES, BEXAPRS, EXAPNERRES. RiExiERE "HE" A,

EEAS

BrE user

F
i

8-16f, B, X, INSFEIEH
FEMmMELL EES

wATE

BPEE] WeaE b
EREE =5 v

e S

9-6 {ZH AR
®m RRARF: ETAEF, SEVIERBRAA TR "R ERERRTRERT (HE" | BIRMERAT

EERF,
o
STMBRAR ?

B 9-7 MKEF
Qi admin EEREFRIMRERIENERS, (NEIEKIEE.

B PRECE: TR, |[REVIFRSIREE TR "SUR" | EREASREEREX BRI TR SRS
Aic.

(©z1E
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¢ EHERFAAERENR,
¢ BURBEENEFEEEAEEN, XHBAFFERRESEENRMESIR.

PIRECE - user

O00000000n.

e Blis

El 9-8 RFEHUR
RS ECerkfa, =& “HE" BiA.
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